Module 3: Troubleshooting Common Web Server
Issues

Web server issues can disrupt website functionality and user experience.

This module explores common web server issues, their causes, and
step-by-step troubleshooting strategies.

HTTP Status Codes

Understanding HTTP status codes is fundamental to diagnosing web
server and client communication issues.

Below are some critical status codes, their meanings, and how to
troubleshoot them:

1. HTTP Status Codes Overview

e 404 Not Found: The server cannot find the requested resource.




e 403 Forbidden: Access to the resource is restricted.

Forbidden
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e 401 Unauthorized: Authentication is required but not provided or
incorrect.

401 - Unauthorized: Access is denied due to invalid
credentials.

You do not have permission o view Lhis directory or page using the
credentials that you supplied.




401 Authorization Required

m

This page isn't working

i1 the oroblem continues. contact the site owner

e 500 Internal Server Error: The server encountered an unexpected
condition.




Internal Server Error
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The sarver encountersd an internal emor or misoonfiguration
and was unable o compiels your reques:

e 502 Bad Gateway: A server acting as a gateway received an invalid
response.

502 Bad Gateway

nginx/1.14 .0 (Ubuntu)
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e 503 Service Unavailable: The server is overloaded or under

203

Service Unavailable

maintenance.

e 509 Bandwidth Limit Exceeded: The server has exceeded its
bandwidth allocation.



509

Bandwidth Limit Exceeded

e 525 SSL Handshake Failed: This indicates that the SSL handshake
between Cloudflare and the origin web server failed. This only occurs
when the domain is using Cloudflare Full or Full (Strict) SSL mode

2. Troubleshooting 404 Not Found Errors
Common Causes:

e Incorrect URLs.
e Missing files or directories.
e Misconfigured routes or permalinks.

Platform-Specific Steps:

1. WordPress:



o Check permalink settings.

o Ensure the .htaccess file is present and configured correctly.
o Go to Wordpress -> Admin Dashboard > Settings >
Permalinks > Save Changes.
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2. Laravel:

o Verify routes/web.php contains the correct routes.
o Check the public directory for the correct index file.

o Check you have added the rewrite rules in the .htaccess file in
the root directory of your site. Sample is as below.

<IfModule mod_rewrite.c>
RewriteEngine On
RewriteBase /
RewriteRule *$ public/index.php [L]

RewriteRule *((?!public/).*)$ public/$1 [L,NC]
</IfModule>

3. PHP Custom Sites:
o Confirm file paths and directory structures.



o Check URL rewriting rules in .htaccess.
o Sample is as below.

<IfModule mod_rewrite.c>
RewriteEngine On
RewriteBase /
RewriteCond %{REQUEST_FILENAME} !-f
RewriteCond %{REQUEST_FILENAME} !-d
RewriteRule *(.*) /index.php
</IfModule>

4. React Sites:
o Ensure proper configuration for SPA routing (e.qg., fallback to
index.html).
o Verify the build directory is deployed.
o Add the .htaccess code as sample below.
o NB: Modify as needed to match your entry file name.

<IfModule mod_rewrite.c>
RewriteEngine On
RewriteBase /
RewriteCond %{REQUEST_FILENAME} !-f
RewriteCond %{REQUEST_FILENAME} !-d
RewriteRule *(.*) /index.html
</IfModule>

5. Flask/Django:
o Confirm route mappings in app.py (Flask) or urls. py
(Django).
o Check for missing static files.
o You can use the command below to locate static files issues.

Python manage.py findstatic /path/to/static/files



3. Troubleshooting 500 Internal Server Errors
Common Causes:

e Syntax errors in scripts or configuration files.
e Permissions issues.
e Missing dependencies or modules.

Platform-Specific Steps:

1. WordPress:

o Enable Debug mode to assist in troubleshooting. This will cause
your site to display error messages logs on the website when
you load the domain on the browser.

o Enable debug on wp-config.php file and turn it from false to
true.

o Deactivate plugins and switch to the default theme.

2. Laravel:
o Clear the cache using php artisan cache:clear.
o Check .env for database or app configuration errors.
o Enable Debug to assist in troubleshooting.



o For Laravel, you can enable debug in the .env file on in the
config/app.php file

o Inthe .env file adjust APP_DEBUG=false to
APP_DEBUG=true

APP_NAME=Laravel
1

4 App

5 APP_TIMEZO

5 APP_URL=h
APP_LOCALE=en
APP_FALLBACK_LOCALE=e
APP_FAKER_LO

APP_MAINTENANC
3 # APP_MAINTENAN

PHP_CLI_SERVER_WORKERS=4

BCRYPT_ROUNDS=12

Dl
#
#
#
#
#

N_DOMATN=null

o In the config/app.php file, adjust ‘debug’ => (bool)
env('APP_DEBUG', false), to ‘debug’ => (bool)
env('APP_DEBUG', false),



env('APP_NAME', 'Lara

(bool) env('APP_DEBUG', false)

3. Custom PHP Sites:
o Verify proper file permissions (e.g., 755 for directories, 644 for
files).
o Check for missing php . ini settings.
o Enable Debug on cPanel using the Multi PHP INI Editor.
@)
4. Flask, Django, Nodejs:
o Review deployment logs.
o Validate environment variables and dependencies.
o On cPanel, the logs are located in App Root Directory
o The log file is called stderr.log
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4. Troubleshooting 503 Service Unavailable Errors
Common Causes:

Server overload or downtime.
Resource overuse or limits reached.
Long running scripts or intensive plugins/themes or poorly configured
code.

e \Wrong application versions or missing modules or dependencies
especially for Nodejs, Django and Flask applications.

Steps:

e Check server load using tools like top or htop.
e Check resource usage on the cPanel Resource Usage tab.
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e Check the snapshot to see a detailed breakdown of resource usage.
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e For Nodejs, DJango, Flask, check the stderr.log file for more details.

5. Troubleshooting 403 Access to Resource is Forbidden/Denied
Errors

Common Causes:

e Server Security settings such as Mod Security.



e Incorrect File permissions. Files should have file permissions of 0644
and Folders should have permissions of 0755 unless stated
otherwise.

e Incorrect runtime version, i.e PHP version, Python version, Nodejs
Version.

Data Not yet uploaded on said path (especially on Plesk)
Security Plugins for Wordpress.
Security Rules in the .htaccess file (Here you may notice deny rules

added)

Example snippet below denies access to all files having the .php, inc,
txt extension.

<FilesMatch "\.(php|inc|txt)$">
Order Allow,Deny
Deny from all

</FilesMatch>

diting:| /home/wozacok1/woo.v  Encoding:| utf-8 Re-open Use legacy editor Save Chai

Q (> |[D]|C || = |13 Apache Conf




More info:
https://truehost.com/support/knowledge-base/how-to-resolve-error-403-on-

cpanel/

Web Server Errors

Web server-specific errors often require direct log inspection and
configuration adjustments.

1. Apache Error Logs in CWP

e Access logs from the cPanel dashboard.
e Path: /usr/local/apache/logs/error_log

2. LiteSpeed Error Logs in cPanel and Cyberpanel

Path: /usr/local/lsws/logs/error.log
Check for issues with LiteSpeed-specific modules or configurations.

3. Common Web Server Configuration Issues


https://truehost.com/support/knowledge-base/how-to-resolve-error-403-on-cpanel/
https://truehost.com/support/knowledge-base/how-to-resolve-error-403-on-cpanel/

e Missing or misconfigured . htaccess files.

e Incorrect DocumentRoot settings in the web server configuration.
e OQOutdated server software.

Other Common Issues

1. WordPress Troubleshooting

e Critical Errors: Review the debug log or enable debug.

e Error Establishing Database Connection: Verify database
credentials in wp-config.php.

e Cross-check the database server is running.

e White Screen of Death: Disable plugins and themes; enable
debugging in wp-config.php.

e Do a clean up of your site as per guide below.

https://truehost.com/support/knowledge-base/how-to-clean-up-a
-wordpress-website/

2. Database-Related Issues

e Ensure the database service is running.
e Repair tables using phpMyAdmin or the command line.
e Optimize database queries to reduce load.

3. Slow-Loading Websites

e Analyze performance using tools like Google PageSpeed Insights or
Gtmetrix

e Optimize images and use caching mechanisms. Example, use
litespeed cache for wordpress.

e Check your website traffic against allocated resources/ resource
limits.

4. Site Can’t Be Reached Errors


https://truehost.com/support/knowledge-base/how-to-clean-up-a-wordpress-website/
https://truehost.com/support/knowledge-base/how-to-clean-up-a-wordpress-website/

e Confirm the domain is registered and the Whois status must be active

or ok.
Verify DNS settings and domain propagation.
Check server firewalls and ensure ports 80/443 are open.

e Test connectivity using ping or traceroute.

5. WooCommerce Errors

e Check WooCommerce logs in the Status section in WordPress admin

panel.
e Go to WooCommerce > Status > Logs

O OceanWP Status
A Posts

0 Media
System status Tools Logs Scheduled Actions
I Pages
Browse | Settings
¥ comments

Browse log Files Search within these files

‘WooCommerce

Bulk actions PP All sources
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@ Dashboard Status

0 OceanWP
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£ B Browse | se

I Pages

Viewing log file plugin-woocommerce-2024-12-19

B comments

WooCommerce 2024-12-19T06:17:57+00:00 (= Warning | Emp from
Home (@ 2024-12-19T06:17:58+00: Warning npty v from
2024-12-19T06:158:02+00: Warning npty from
2024-12-19T06:15:03+080: Warning m) t from
2024-12-19T06:15:06+00: Warning npty from
2024-12-19T06:18:46+00: Warning from
2024-12-19T06:18:48+00: Warning y from
2024-12-19T06:18:558+080: Warning M) from

2024-12-19T06:18:59+00: Warning

e Ensure compatibility of plugins with WooCommerce.
e Verify payment gateway configurations.




