Module 2: Essential Troubleshooting Tools

This module covers some essential tools for network diagnostics, log
analysis, debugging, and external web services.

Command-Line Tools

Command-line tools are indispensable for quick and precise
troubleshooting of network and server issues. Below are key tools and their
applications:

1. ping
o Purpose: Tests the connectivity between the local machine and
a remote server.
o Usage: ping example.com
o Output: Round-trip time, packet loss, and network latency.

dann@homelab: ~

2. traceroute (Linux) / tracert (Windows)
o Purpose: Traces the path packets take to reach a destination
server.
o Usage: traceroute example.comor tracert

example.com



o Output: Hop-by-hop details to identify network bottlenecks or
failures.

dann@homelab: ~

3. dig (Domain Information Groper)
o Purpose: Queries DNS records to troubleshoot domain-related

issues.

o Usage: dig example.com A

o Output: Returns DNS record details such as IP address, TTL,
and authoritative nameservers.



dann@homelab: ~

4. netstat
o Purpose: Displays active network connections and port usage.

o Usage: netstat -tuln

o Useful for checking if certain ports are open,
e.g port 25.

o Output: Lists listening ports, protocols, and established
connections.

5. nslookup
o Purpose: Resolves domain names to |IP addresses and queries

DNS records.
o Usage: nslookup example.com



o Output: Provides details about DNS resolution and
authoritative servers.

dann@homelab: ~

dann@homelab: ~

6. whois
o Purpose: Retrieves domain registration information.
o Usage: whois example.com

o Output: Displays registrar details, domain status, and
expiration date.

dann@homelab: ~

Log Analysis Tools

Log files provide critical insights into server behavior, errors, and
performance. These tools help extract and analyze relevant information:

1. grep
o Purpose: Searches for specific patterns within log files.
o Usage: grep "error" /var/log/apache2/error.log



o Output: Lists all lines containing the keyword "error."

dann@homelab: ~
dann@homelab: ~

o Purpose: Processes and extracts data from log files.
o Usage: awk '{print S$1, $4}'
/var/log/apache2/access.log

o Output: Extracts the first and fourth columns, such as IP
addresses and timestamps.

dann@homelab: ~

dann@homelab: ~

Debugging Tools

Advanced debugging tools are useful for isolating and analyzing system or
application-level issues:

1. strace
o Purpose: Traces system calls made by a process.
o Usage: strace -p <process_id>
o Output: Detailed system call information for debugging
applications.



External Web Services

Online tools complement command-line utilities by offering additional
insights and verification:

1. DNSchecker.org
o Purpose: Verifies DNS propagation globally.
o Usage: Enter the domain name to check record updates across
multiple locations.
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2. DNSSEC Debugger (https://dnssec-debugger.verisignlabs.com/)
o Purpose: Analyzes and validates DNSSEC configurations.
o Usage: Enter the domain name to check for DNSSEC-related
issues.
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3. whois.com
o Purpose: Provides domain registration details.
o Usage: Enter the domain name to view registrar and owner
information.
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4. IntoDNS.com

o Purpose: Offers a comprehensive DNS health check.
o Usage: Enter the domain name to get insights into DNS
configuration, mail servers, and potential issues.
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