Module 3: Troubleshooting and Managing SSL

1. Common SSL Issues

e Mixed Content Errors:

o Occurs when some resources on a page (e.g., images, CSS, or
JavaScript) are served over HTTP while the page itself is
served over HTTPS.

o Solution:

m Update URLs in the code or database to use HTTPS.
m Use browser developer tools to identify non-secure
elements.
e Certificate Chain Issues:

o Incomplete or incorrect certificate chain causes browsers to
distrust the website.

o Solution:

m Ensure the intermediate certificates are correctly installed.
m Use tools like SSL Checker to verify the chain.
m https://www.sslshopper.com/ssl-checker.html
|
e Expired Certificates:
o Certificates not renewed before expiry result in browser
warnings and site inaccessibility.
o Solution:
m Regularly monitor expiration dates and enable automated
renewal for Free SSL where possible.
m For Paid SSL, ensure the SSL has been re-issued
manually.
Browser Warnings:
o Can result from incorrect certificate installation, domain
mismatch, or outdated browser settings.
o Solution:
m Verify certificate installation and domain coverage.
m Encourage users to update their browsers.



https://www.sslshopper.com/ssl-checker.html

2. SSL Diagnostics

e Checking Validity and Expiration:
o Tools:
m SSL Checker: Verifies certificate installation, chain
validity, and expiration date.
m Browser security panels (e.g., Chrome DevTools).
o Regular checks to avoid service interruptions.

e Debugging SSL Configurations:


https://www.sslshopper.com/ssl-checker.html

o CSR Decoder:
m CSR Decoder: Validates Certificate Signing Requests
(CSR) and ensures correct details.
o Certificate Decoder.

https://www.sslshopper.com/certificate-decoder.html

o Command-line Tools:
m OpenSSL: Validate and debug certificates

openssl s_client -connect domain.com:443

dann@homelab: ~

o Browser Tools:


https://www.sslshopper.com/csr-decoder.html
https://www.sslshopper.com/certificate-decoder.html

m Use browser developer tools to inspect certificate details
and error logs.
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3. Migrating SSL Certificates

e Exporting and Importing Certificates:
o Converting Certificates:
m Convert formats if needed (e.g., .pem to .pfx for IIS).
e Re-Keying SSL Certificates:
o Required when the private key is compromised or needs to be
updated.
o Steps:
m Generate a new CSR on the server.
m Reissue the certificate through the certificate authority.
m Install the reissued certificate on the server.
e Managing Domain Migrations with SSL.:
o Steps:



Backup the existing SSL certificate and private key.
Update DNS records to point to the new server.

Reinstall the certificate on the new server.

Test the SSL configuration post-migration to ensure
proper functionality.

Migration scripts usually assist to restore SSL certificates
from backups generated.




