Course Outline: Mastering Backups
for Web Hosting and Servers

Target Audience: Web hosting users, system administrators, developers,
anyone interested.

Prerequisites: Basic understanding of hosting, servers, and file systems.

Module 1: Introduction to Backups

1.1 Why Backups Are Essential
The Role of Backups in Disaster Recovery

Backups act as a safety net, ensuring that critical data can be recovered
quickly after unexpected events. Without backups, businesses may face:

e Downtime: Lost productivity and revenue.

e Data Recovery Costs: Expenses incurred in attempting to recover
data from failed hardware.

e Loss of Trust: Customers may lose faith in the organization’s
reliability.

Real-Life Case Studies

1. A Ransomware Attack:
o A small e-commerce business was locked out of its server.
o The owner had daily backups stored offsite and restored
operations within hours.



2. Hardware Failure at a Startup:
o A startup lost its only database server to a hard drive crash.
o Without backups, they had to start over, resulting in lost

customers and revenue.
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1. Hardware Failures:
o Hard drives wear out over time; SSDs, while faster, can also
fail.
2. Human Errors:
o Mistakes like deleting the wrong file, overwriting data, or
misconfiguration of settings.
o Solution: Regular snapshots of data as backups.
3. Cybersecurity Threats:
o Ransomware encrypts data, demanding payment to unlock it.
o Solution: Offsite and immutable backups to prevent
ransomware from affecting backups.
4. Natural Disasters:
o Floods, fires, or earthquakes can destroy servers and local
backup drives.
o Solution: Cloud backups stored in geographically diverse
locations.

1.2 Types of Backups
Full Backups
A full backup creates a copy of all selected data.

e Example: Imagine duplicating your entire website, databases, and
email data to a separate location.
e Best For:
o Weekly full system backups.
o Storing critical data snapshots before major updates or
migrations.

Incremental Backups



An incremental backup saves only the data changed since the last backup
(of any type).

e Example: If you updated three files after a full backup, the
incremental backup will copy only those files.

e Advantages:

o Saves time and storage.

o Efficient for dynamic websites with frequent content changes.
e Challenges:

o Restoration requires all previous incremental backups in

sequence.

Differential Backups
A differential backup includes changes made since the last full backup.

e Example: If a full backup was taken on Monday, the differential
backup on Wednesday would include all changes from Monday to
Wednesday.

e Advantages:

o Restoration is faster than incremental backups, as only the full
backup and the latest differential backup are needed.

e Challenges:

o Backup files grow larger as time progresses since the last full
backup.
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Onsite vs. Offsite Backups
Onsite Backups:

e Stored in the same physical location as the server.
e Example: External hard drives, NAS devices.
e Advantages:
o Quick access and restoration.
o Ideal for large datasets.
e Disadvantages:
o Vulnerable to local disasters (fires, floods).

Offsite Backups:

e Stored in a remote location or cloud storage.
e Example: Google Drive, AWS S3.
e Advantages:

o Safe from local risks.



o Easily accessible from multiple locations.
e Disadvantages:

o Slower restoration time.

o Requires a stable internet connection.

Manual vs. Automated Backups
Manual Backups:

e Triggered by the user on demand.

e Suitable for one-time or less frequent backups.

e Example: Downloading a database dump via phpMyAdmin or
cPanel.
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e Drawbacks:
o Relies on user action, prone to being forgotten.

Automated Backups:

Scheduled to run at specific intervals.
Ensures consistency and reliability.
Example: Configuring daily database backups in CyberPanel.
Advantages:
o Saves time and reduces human error.



o Can include notifications for failures.
Practical Exercise:

e Set up automated backups in a control panel (CyberPanel) and verify
completion logs.



