
Module 1: Server Management Basics
This module provides an overview of essential server management tasks in
CWP, including managing server settings and services, basic system
administration commands, monitoring resources, and scheduling tasks
using cron jobs.

1. Managing Server Settings and Services

CWP allows you to configure and manage key server settings and essential
services through its interface. Proper management of these settings is
crucial for server performance and security.

Accessing Server Settings:

● In the CWP Admin Panel, go to Server Settings to adjust various
configurations:

● They include
● root cron jobs



● users cron jobs

● changing root password



● Changing hostname

● Generating ssh keys



● Changing date and time

● Disk Quota Settings



● Server reboot.

Managing Services:

● Service Manager: Navigate to Dashboard > Services Status in
CWP to view, start, stop, or restart services.

● Common Services to Manage:
○ Apache/Nginx/HTTPD: Web server processes.
○ MySQL/MariaDB: Database services.



○ FTP: File Transfer Protocol service for managing files.
○ Dovecot/Postfix: Email services.
○ CSF/LFD: Security services like the firewall.
○ Bind/DNS Server : DNS services
○ SSH Server : SSH services

● Each service can be restarted from the CWP panel.

2. Basic Commands for System Administration

Using basic command-line tools for server management allows you to
troubleshoot issues, configure settings, and monitor the system efficiently.

Common Commands for Server Administration:

● Navigating Directories:
○ cd— Change directories (e.g., cd /var/www/html).
○ ls— List files and directories.

● File Management:



○ cp— Copy files or directories (e.g., cp file.txt /backup).
○ mv— Move or rename files (e.g., mv file.txt

newname.txt).
○ rm— Remove files or directories (use with caution).

● System Information:
○ uname -a— Show system information.

○ df -h— Check disk space usage.

○ free -m— Display memory usage.

○ uptime— Show how long the server has been running.

● Process Management:



○ top or htop— Display running processes and resource
usage.

○ ps aux— Show all running processes.

○ kill [PID]— Terminate a process by its Process ID (PID).
● Service Management:

○ systemctl start/stop/restart [service]— Start,
stop, or restart a service.

○ systemctl status [service]— Check the status of a
service.



Familiarity with these commands will enable you to manage the server
effectively, troubleshoot issues, and control resources.

3. Monitoring System Resources (CPU, Memory, Disk Usage)

Monitoring system resources ensures the server is running efficiently and
prevents potential performance issues.

Monitoring in CWP:

● This can be seen on the CWP Admin Panel dashboard.

Key Monitoring Tools via SSH.

1. CPU Usage:
○ top and htop (if installed) provide real-time CPU usage for

processes.
○ Monitor CPU load; if consistently high, it could indicate

resource-heavy applications or attacks.
2. Memory Usage:



○ free -m shows current memory usage, including free and
available memory.

○ Excessive memory usage may suggest memory leaks or
resource-intensive processes.

3. Disk Usage:
○ df -h displays disk space usage for mounted file systems.
○ du -sh /path/to/directory shows disk usage of specific

directories.
○ Regularly check disk usage to ensure sufficient space for

applications and data storage.
4. Resource Graphs in CWP:

○ CWP provides graphical representations of CPU, memory, and
disk usage over time, making it easy to track resource trends
and anticipate needs.

4. Scheduled Tasks and Cron Jobs

Cron jobs allow you to automate repetitive tasks, such as backups,
updates, or cleanup operations, at specific intervals.



Setting Up Cron Jobs in CWP:

1. Access Cron Jobs:
○ In the CWP Admin Panel, go to Server Settings > Crontab for

Users/root
2. Creating a Cron Job:

○ Specify the command to run and the frequency (e.g., every
minute, hour, day).

○ Use the format: Minute Hour Day Month Day-of-week
Command.

■ Example: 0 3 * * * /usr/bin/backup.sh (runs
daily at 3 AM).

Example

The cron in this example runs every minute and kills python processes.

3. Basic Cron Syntax:
○ * — Runs the command at every interval (e.g., every minute,

hour).
○ Numbers or ranges can specify exact intervals (e.g., 0 3 * *

* for 3 AM daily).
○ Example Commands:

■ Backup: mysqldump -u username -p
database_name > /path/to/backup.sql

■ Disk Cleanup: rm -rf /tmp/* (clears temporary files).



4. Viewing and Managing Cron Jobs:
○ List active cron jobs for the current user with crontab -l.

○ Add or edit cron jobs with crontab -e.


