Module 3: Navigating the CWP Interface

1. Overview of the CWP Admin Panel

The CWP Admin Panel is the central management interface for server
administrators, providing comprehensive control over server settings, user
management, and hosting services.

e Accessing the Admin Panel:

o Accessible via http://your-server-ip:2030 for HTTP or
https://your-server-ip:2031 for HTTPS.

o Log in using the root username and password.

e Admin Panel Layout:

o Dashboard: The main area where you can view essential
server statistics, including CPU, memory usage, storage, and
active services.

o Sidebar Navigation: Contains sections for System
Management, User Accounts, Security, DNS Functions, Email,
Database Management, and more.
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e Primary Sections:

o Server/CWP settings: Manage server services, check logs,
and control firewall settings.

o User Accounts: Add, manage, and configure user accounts.

o DNS Functions: Set up and manage DNS records and
nameservers.

o Email: Configure and manage mail servers, spam filters, and
email accounts.

o Security: Includes firewall settings, ModSecurity, and other
tools to enhance server security.

2. Overview of the User Panel

The CWP User Panel is designed for website owners or clients, providing
tools for managing websites, email accounts, and databases without giving
root-level access.

e Accessing the User Panel:
o Accessible via http://your-server-ip:2082 for HTTP or
https://your-server-ip:2083 for HTTPS.

o Users log in with their individual account credentials, which are
created by the administrator.
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e User Panel Layout:

o Dashboard: Provides an overview of the user’s hosting

account, including server statistics and quick links to manage
resources.
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o Sidebar Navigation: Sections include File Management,
Domains, Email, Database Management, DNS, and more.
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e Primary Sections:
o File Management: Access to the file manager and FTP
account setup.
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o Domains: Tools to add and manage domains, subdomains, and
SSL certificates.
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o Email: Configure email accounts, forwarders, and manage
spam settings.
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o Databases: MySQL or MariaDB database creation and
management.
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o DNS Functions: Allows users to manage DNS records if
enabled by the administrator.
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3. Key Features and Common Tools

CWP includes numerous features and tools that are essential for efficient
server and website management:

e File Manager:



o Both the admin and user panels offer a built-in file manager for
direct access to files, with the ability to upload, download, edit,
and set permissions.

Domain Management:
o Add Domains/Subdomains: Manage primary and secondary
domains, subdomains, and parked domains.
o SSL Management: Generate and install SSL certificates,
including Let’s Encrypt SSL for secure HTTPS connections.
Database Management:
o MySQL/MariaDB: Tools to create and manage databases,
assign users, and set privileges.
o phpMyAdmin: Integrated access to phpMyAdmin for advanced
database management.
Email Management:
o Create and Manage Accounts: Set up email accounts,
configure mail forwarding, and manage quotas.
o SpamAssassin: Built-in spam filtering tool to reduce unwanted
emails.
DNS Management:
o Allows users and admins to configure and manage DNS
records for their domains (e.g., A, MX, CNAME, TXT records).
Resource Monitoring:
o Real-time server statistics for CPU, memory, and bandwidth
usage.
o Monitoring tools for network activity and processes.
Security Tools:
o Firewall (CSF): Configure the firewall for additional server
protection.
o ModSecurity: Web application firewall to prevent common
security threats.
o IP Blocking: Prevent access from specific IP addresses or
ranges.



4. Setting up User Accounts and Privileges

User account management in CWP allows administrators to create
individual user accounts for hosting websites, each with specific privileges.

Steps to Create and Configure User Accounts:

1. Creating a New User:
o Go to User Accounts > New Account in the Admin Panel.
o Enter the required details:
m Username: Unique username for the user account.
m Domain: The primary domain associated with the
account.
m Password: Set a strong password for the user.
m Package: Select a hosting package that defines resource
limits for the account (e.g., disk space, bandwidth).
o Click Create to finalize.
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2. Configuring User Privileges:
o Assign privileges based on the hosting package or customize
as needed.
o Common privileges include:

Disk Quota: Limit on storage usage.

Bandwidth: Monthly data transfer limit.

Database Limits: Restriction on the number of databases
a user can create.

Email Limits: Control the number of email accounts a
user can set up.

o Packages can be created under Packages > Add a Package,
allowing preset limits and privileges for specific hosting tiers.
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3. Managing User Accounts:
o Under User Accounts > List Accounts, view all created
accounts and access options to:
m Modify Account: Adjust domain, package, or quotas for
individual users.
m Suspend/Unsuspend Account: Temporarily disable
accounts if necessary.

m Delete Account: Remove user accounts and associated
data from the server.
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4. Assigning User Panel Access:



o Once created, users can access their CWP User Panel with the
credentials provided by the admin.

o Users will have control over their files, domains, emails, and
databases as per the privileges set by the admin.



