Module 9: Backup and Restore

9.1 Importance of Backups

Backups are an essential component of web hosting
management.

They serve as a safety net in case of data loss, security
breaches, or system failures. Here's why backups are
important:

e Data Recovery: In the event of accidental file
deletion, system crashes, or hacking, a backup allows
you to restore your website and databases to a
previous, functioning state.

e Security: A backup ensures that you can quickly
recover from attacks such as ransomware or
malware, preventing extended downtime.

e Protection Against Updates: \When updating
website software or making significant changes,
things can sometimes go wrong. A backup allows you
to revert to the original state if the update causes
issues.



e Compliance: Backups help businesses comply with
data retention and recovery policies required by
regulations like GDPR

9.2 Creating Backups: Full Website and Database
Backup

CyberPanel makes it easy to create both website and
database backups. The backup process includes files,
databases, and configurations, ensuring you have
everything needed to restore the site if necessary.

9.2.1 Creating a Full Website Backup

1. Navigate to the Backup Section:
o In CyberPanel, go to "Websites" — "Create
Backup".
2.Choose the Website:
o Select the website you want to back up.
3. Backup Destination:
o You can back up the website to the server itself
or use external backup storage (e.g., AWS S3,
FTP, or remote server).
4. Start Backup:
o Click "Create Backup" to generate the backup
file.



o The system will begin archiving all files and
databases associated with the website into a
single compressed file.

5. Backup Confirmation:

o Once the backup is completed, you will see a
notification, and the backup file will be saved to
your server in a designated directory (e.g.,

/home/backup).

9.2.2 Automating Backups

1. Automated Backups:

o CyberPanel allows you to set up scheduled
backups. This ensures that backups are
performed regularly without manual intervention.

2. Configure Cron Jobs for Scheduled Backups:



o In the "Scheduled Tasks" section, you can
configure cron jobs to run backups daily, weekly,
or monthly based on your preference.

3. Backup Retention:

o You can specify how many backup copies to
retain, ensuring older backups are automatically
deleted to save disk space.
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9.3 Restoring Backups: How to Restore Websites
and Databases

Restoring from a backup is critical when disaster strikes.
CyberPanel provides simple steps to restore both website
files and databases.

9.3.1 Restoring a Full Website Backup
1. Navigate to the Backup Section:



o Go to "Websites"” — "Restore Backup" in
CyberPanel.

2. Select the Backup:

o Choose the backup file you want to restore from
(located in the backup directory).

3. Initiate Restore:

o Click "Restore". The system will begin restoring
the website from the selected backup, which
includes files, configurations, and databases.

4. Post-Restore Checks:

o Once restored, verify that the website is
functioning correctly. This may include checking
DNS settings, database connections, and SSL
certificates.

9.3.2 Restoring Databases

1. Restore Database Backup:



o To restore databases separately, go to

"Phpmyadmin” — “Import".
2. Select the Database:

o Choose the database backup file (.sql) you want

to restore.
3. Start Restore:

o Click "Import" to initiate the process.
CyberPanel will import the backup file into the
selected database.

4. Confirm Database Restore:

o Verify that the database has been restored
correctly by accessing it through phpMyAdmin or
running test queries.

Best Practices for Backups and Restores

e Store Backups Offsite: Ensure that at least one copy
of your backup is stored in a secure, offsite location to
prevent data loss in case of server failure.

e Test Restores Regularly: Periodically test restoring
backups to ensure they are functional and you can
recover data quickly if needed.

e Set Retention Policies: Implement retention policies
to avoid cluttering your server with too many backup
files. Keep only the necessary number of historical
backups.






