Module 3: Hosting Control Panels and SSL
certificates.

Hosting Control Panels and SSL certificates.
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1. Introduction to Control Panels

 What are Hosting Control Panels and their roles?

Definition: Hosting control panels are web-based interfaces
that allow users to manage their hosting services.

Roles: Help manage domain settings, email accounts,
databases, files, and server configurations without the need for
extensive technical knowledge.



1. Introduction to Control Panels

Importance of Control Panels in Web Hosting
- Simplifies web hosting management.
- Provides a user-friendly interface for non-technical users.

- Reduces the time required to perform tasks such as DNS
management, email creation, and file uploads.

- Essential for troubleshooting and managing website
performance.



1. Introduction to Control Panels

Common Features of Control Panels

* File Management: Upload, download, and manage files via file
managers or FTP.

 Email Management: Create and manage email accounts,
forwarders, and autoresponders.

« Domain Management: Manage DNS settings, subdomains,
parked domains, and domain redirects.



1. Introduction to Control Panels

Database Management: Set up databases, access
phpMyAdmin for MySQL/MariaDB management.

Security Features: SSL management, firewalls, and backups.

Application Installation: Install applications like WordPress,
Joomla, and others with one-click installers.



2. Navigating the Truehost Panels Used

(cPanel, Plesk, Cyberpanel, CWP, Cloudpanel)

 Overview

* Truehost offers multiple control panels based on client
preferences and requirements.

* Each control panel comes with specific features aimed at
Improving website and hosting management.



2. Navigating the Truehost Panels Used

(cPanel, Plesk, Cyberpanel, CWP, Cloudpanel)

Key Features

cPanel:
* Popular for its ease of use and wide adoption.

* Features include file management, database setup, email
configuration, backup tools, and security settings.



(cPanel, Plesk, Cyberpanel, CWP, Cloudpanel)

2. Navigating the Truehost Panels Used
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2. Navigating the Truehost Panels Used

(cPanel, Plesk, Cyberpanel, CWP, Cloudpanel)

Plesk:
* l|deal for both Linux and Windows hosting.

e Offers easy management of websites, databases, emalill
accounts, and applications.
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2. Navigating the Truehost Panels Used
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2. Navigating the Truehost Panels Used

(cPanel, Plesk, Cyberpanel, CWP, Cloudpanel)
Cyberpanel:

A lightweight panel built on top of OpenLiteSpeed, ideal for
performance and speed.

Allows easy SSL certificate management, database setup, and
email management.
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2. Navigating the Truehost Panels Used

(cPanel, Plesk, Cyberpanel, CWP, Cloudpanel)
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2. Navigating the Truehost Panels Used

(cPanel, Plesk, Cyberpanel, CWP, Cloudpanel)

CWP (CentOS Web Panel):

* Provides advanced server management features, like file
management, backups, and firewall configurations.
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2. Navigating the Truehost Panels Used

(cPanel, Plesk, Cyberpanel, CWP, Cloudpanel)
CWP - Admin section (CentOS Web Panel):
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2. Navigating the Truehost Panels Used

(cPanel, Plesk, Cyberpanel, CWP, Cloudpanel)

Cloudpanel:
* Designed for cloud environments.

* Simple management of websites, databases, and servers with
a focus on performance and optimization.
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2. Navigating the Truehost Panels Used
(cPanel, Plesk, Cyberpanel, CWP, Cloudpanel)
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2. Navigating the Truehost Panels Used

( Virtualizor)

Virtualizor:

* Is an all in one web based VPS control panel. It is utilized In
provisioning and managing of VPS
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2. Navigating the Truehost Panels Used
(Virtualizor)

~
L@ §

w b W W W W W W W W

<

B Eandwidth In

79 56

KVM localhost

[1 L]
A

-

«

0.00%

Hl

o
il

45%

0%

AMD™M

0%

31.21%



3. Common Tasks in Hosting Control Panels

1. File Management:
* Uploading, downloading, and editing website files.
2. Email Management:

e Setting up new email accounts, managing inbox quotas, and
setting up forwarders.

3. Database Management:

* Creating and managing databases, accessing phpMyAdmin for
SQL tasks.
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3. Common Tasks in Hosting Control Panels

4. DNS Management:

e Configuring A, CNAME, and MX records for domains and
subdomains.

5. Backup Management:
e Setting up automated backups, restoring from backups.
6. Security Features:

* Managing firewalls, SSL certificates, password protection, and
security settings.
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4. Managing SSL Certificates

Introduction to SSL Certificates

SSL (Secure Socket Layer) Certificates are essential for
securing communications between websites and their users by

encrypting data.

SSL certificates provide trust by showing users that their data is
secure and encrypted.

Types of SSL Certificates

1. Domain Validated (DV): Basic validation, suitable for
personal websites or small businesses.
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4. Managing SSL Certificates

2. Organization Validated (OV): Includes verification of the
organization's identity, suitable for businesses.

3. Extended Validation (EV): The highest level of validation
with a green bar in the browser, ideal for e-commerce and
financial institutions.

4. Wildcard SSL: Secures a domain and its subdomains.

5. Multi-Domain SSL: Secures multiple domains with a single
certificate.
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4. Managing SSL Certificates

Installing SSL Certificates

SSL certificates can be installed via control panels such as cPanel,
Plesk, and others.

Steps generally involve generating a Certificate Signing Request
(CSR), purchasing/installing the SSL, and applying it to the website.

Renewing and Managing SSL Certificates

Renewal processes vary by provider but often involve purchasing a
renewal and re-installing the certificate.

Many control panels support auto-renewal for Let’'s Encrypt certificates.
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5. Monitoring Usage and Performance Metrics

1. Disk Usage:

* Monitoring storage consumption, ensuring files, databases, and
email accounts don't exceed quotas.

2. Bandwidth Usage:

* Track monthly bandwidth consumption to avoid overages or
service interruptions.

3. Resource Monitoring:

 Review CPU and RAM usage to ensure website performance
remains optimal.
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5. Monitoring Usage and Performance Metrics

* Monitor server load to avoid performance degradation.
4. Performance Metrics:

* Use control panel analytics to review website speed, uptime,
and visitor statistics.

* Tools like AWStats (in cPanel) provide insights into traffic
patterns and server performance.

End of Section 3.
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