
Module 1: Security and Best Practices

Security and Best Practices
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1.1 Email Security Basics

Importance of Email Security:
● Email is one of the most commonly used communication 

methods and a frequent target for cyber threats, such as 
phishing, malware, and unauthorized access.
Key Concepts in Email Security:
Confidentiality: Ensuring that only authorized recipients can 
access email content.
Integrity: Preventing unauthorized alteration of emails during 
transmission.
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1.1 Email Security Basics

Authentication: Verifying the sender’s identity to protect 
against spoofing and impersonation.
Common Email Security Threats
1. Phishing: Malicious emails designed to trick users into 
revealing sensitive information.
2. Spoofing: The act of forging an email header to make the 
message appear as if it comes from a legitimate source.
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1.1 Email Security Basics

3. Malware: Email attachments or links that contain harmful 
software designed to infect systems.
4. Account Compromise: Unauthorized access to email 
accounts due to weak passwords or unpatched vulnerabilities.
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1.2 Preventing Email Spoofing

What is Email Spoofing?
● Email spoofing involves sending messages with a forged 

sender address to make it look like the email is from a trusted 
source.

●
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1.2 Preventing Email Spoofing
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1.2 Preventing Email Spoofing

● Look at the example in the attachment. 
● Notice that the email address in the “From” field is Bill Gates 

(b.gates@microsoft.com). 
● There are two sections in these email headers to review. The 

“Received” section shows that the email was originally handled 
by the email server email.random-company.nl, which is the 
first clue that this is a case of email spoofing. 

● But the best field to review is the Received-SPF section—
notice that the section has a “Fail” status.
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1.2 Preventing Email Spoofing

Methods to Prevent Spoofing:
Sender Policy Framework (SPF):

● SPF is an email validation system designed to prevent 
spammers from sending messages on behalf of your domain.
How SPF Works:

● SPF records in the domain’s DNS specify which mail servers 
are authorized to send email for the domain.
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1.2 Preventing Email Spoofing

Implementing SPF:
● Access your DNS management interface.
● Add or modify the SPF record to include the IP addresses of 

your mail servers.
● Test the SPF configuration to ensure proper setup
● Example of SPF record. 

v=spf1 a mx ip4:23.136.167.30 a:srv.lintsawa.com ~all
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1.2 Preventing Email Spoofing

DomainKeys Identified Mail (DKIM):
● DKIM allows the sender to digitally sign their email using a 

cryptographic key, which can be verified by the recipient.
● How DKIM Works:
● DKIM adds a unique signature to each outgoing email, stored 

in the email header.
● The recipient’s mail server checks the DKIM signature against 

the public key published in the sender’s DNS records.
●
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1.2 Preventing Email Spoofing

Setting Up DKIM:
● Enable DKIM for your domain by generating a public/private 

key pair.
● Publish the public key in your domain’s DNS as a TXT record.
● Test the DKIM signature with online tools or email header 

analyzers.
● https://www.warmy.io/free-tools/email-deliverability-test  
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1.2 Preventing Email Spoofing

DMARC (Domain-based Message Authentication, 
Reporting & Conformance):

● DMARC builds on SPF and DKIM by specifying what to do with 
messages that fail the authentication checks.
DMARC Policy Options:

● None: No specific action; just monitor.
● Quarantine: Place suspicious emails in the spam/junk folder.
● Reject: Block emails that fail the DMARC check.



 13

1.2 Preventing Email Spoofing

Setting Up DMARC:
● Publish a DMARC record in your domain’s DNS.
● Define the action (none, quarantine, reject) and specify a 

reporting email address.
● Monitor DMARC reports to gain insights into the sources of 

unauthorized emails.
Example: 

● v=DMARC1; p=quarantine; sp=quarantine; fo=1; adkim=r; aspf=r
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1.3 Using DKIM, SPF, and DMARC Together

1. Combining SPF, DKIM, and DMARC for Optimal Security:
● SPF helps prevent unauthorized servers from sending emails 

on behalf of your domain.
● DKIM ensures that your emails are not altered during 

transmission and authenticates the sender.
● DMARC gives you control over what happens to emails that fail 

SPF and DKIM checks.
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1.3 Using DKIM, SPF, and DMARC Together

2. Best Practices for Implementing DKIM, SPF, and DMARC
● Ensure SPF records accurately list all authorized mail servers.
● Regularly monitor DKIM signatures and keep private keys 

secure.
● Start with a DMARC policy of 'none' for monitoring and then 

gradually move to more stringent policies (quarantine or reject).
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1.3 Using DKIM, SPF, and DMARC Together

3. Testing and Verifying DKIM, SPF, and DMARC:
● Use tools like MxToolbox or DMARC Analyzer to test your DNS 

records.
● Check email headers to verify successful SPF and DKIM 

validation.



 17

1.4 Email Encryption and Secure 
Communication

Why Email Encryption Matters:
● Encryption protects email content by scrambling the data so 

that it can only be read by authorized parties.
Types of Email Encryption:

● Transport Layer Security (TLS): Secures the connection 
between mail servers during email transmission.

● End-to-End Encryption: Encrypts the email content itself so that 
only the sender and recipient can decrypt and read the 
message.
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1.4 Email Encryption and Secure 
Communication

Transport Layer Security (TLS):
How TLS Works:

● TLS encrypts the communication channel between email servers, 
preventing interception during transmission.
Implementing TLS:

● Check with your email service provider to ensure that TLS is 
enabled by default for your domain’s outgoing and incoming emails.

● Some email clients (e.g., Outlook, Gmail) automatically use TLS if 
both sender and recipient support it.
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1.5 Handling Spam and Malware

Understanding Spam and Malware:
● Spam refers to unsolicited and irrelevant emails, often used for 

advertising or phishing attacks.
● Malware can be distributed via malicious attachments or links 

embedded in emails, designed to harm or compromise 
systems.
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1.5 Handling Spam and Malware

Best Practices for Spam Prevention:
● Use Spam Filters:
● Set up spam filters within your email service (e.g., SpamAssassin 

in cPanel or SmarterMail).
● Adjust spam sensitivity levels and configure custom filtering rules.

Marking Spam:
● Teach your email system to recognize spam by marking irrelevant 

or malicious emails as spam.
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1.5 Handling Spam and Malware

Preventing Malware via Email:
● Do not open attachments from unknown or suspicious sources.
● Avoid clicking on links in emails unless you trust the sender.
● Use Antivirus Software: Ensure your email system includes virus 

scanning for attachments.
Email Filtering Rules:

● Create rules to automatically filter suspicious emails into 
spam/junk folders based on criteria such as keywords, subject 
lines, and senders.
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1.6 Monitoring and Reporting Email Security 
Incidents

1. Monitoring DMARC Reports:
● Set up DMARC reporting to receive feedback on how your 

domain is being used or abused for email.
● Analyze the reports to detect any unauthorized email activities, 

and adjust your security policies accordingly.
2. Incident Reporting:

● Encourage users to report suspicious emails to the IT team or 
email administrator.
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1.6 Monitoring and Reporting Email Security 
Incidents

● Set up an abuse email address (e.g., abuse@yourdomain.com) 
to receive reports about phishing or spoofing attempts.
Using RBL (Real-time Blackhole List):

● Monitor your domain’s reputation by checking if your IP 
addresses are listed on RBLs, which track email spam sources.

● End of Section 1
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